
	
	Super Access Coordinator Authorization Form (the “Form”) 

for the DTCC Global Trade Repository Service (GTR)
	  [image: image1.png]DTCC






This Form reflects          ’s (the “Organization”) acknowledgement of its responsibilities, and of the roles and responsibilities of our Organization’s Super Access Coordinators designated below, related to use of DTCC systems and applications. 

References to DTCC in this Form refer, as the circumstances dictate, either to: (a) The Depository Trust & Clearing Corporation; and/or (b) the applicable DTCC subsidiary or other DTCC affiliate.

Our Organization and its Super Access Coordinators (and those Access Coordinators duly authorized by its Super Access Coordinators) are responsible for:

· Authorizing access by the employees, agents or contractors (the “workers”) of our Organization to DTCC systems; 

· Administering (including without limitation establishing, protecting maintaining, and revoking) the credentials (e.g., user IDs, passwords, digital certificates, and SecurIDs) issued to workers of our Organization that may be required by DTCC for authentication purposes;

· Administering (including without limitation establishing, protecting maintaining, and revoking) the associated entitlements (i.e., function eligibility) in connection with the workers’ communications with DTCC relating to use of DTCC products and services;

· Monitoring and reviewing credentials, entitlements, security breaches, access violations, and inactive accounts to ensure accuracy, and taking any appropriate follow-up action (e.g., notifying DTCC’s Technology Risk Management Office and Relationship Management if potential security exposures are identified);

· Overseeing our Organization’s workers’ use of DTCC’s systems, and ensuring that each worker appropriately protects his/her access privileges (e.g., by safeguarding his/her credentials) and provides up-to-date accurate information to DTCC that can be used to verify his/her identity (e.g., in the event that a password must be reset); 

· Informing all workers of changes, such as modifications to password syntax rules, that affect access or that may impact their ability to access DTCC systems;

· Immediately modifying or disabling/revoking access privileges where appropriate (e.g., for any worker who leaves our Organization or changes responsibilities), and initiating the deletion and/or deactivation of associated credentials, and promptly notifying the Technology Risk Management Office of DTCC and Relationship Management of the same; and

· Providing DTCC with up-to-date information regarding the Organization and its workers (e.g., name, address, email addresses, telephone number). 

Our Organization will have at least two designated Super Access Coordinators at all times.  A submitted Form purporting to be signed by an authorized officer of the Organization will be conclusively presumed to have been signed by an authorized officer of the Organization.  The Organization must ensure that information provided is kept accurate and up-to-date and promptly inform DTCC of any changes to such information (e.g. if a Super Access Coordinator leaves the Organization or changes responsibilities). The Organization recognizes that access to DTCC systems and applications is further subject to the applicable DTCC rules, procedures and DTCC agreements with the Organization, and could be suspended or revoked at any time. The Organization acknowledges and agrees that DTCC may rely on the information, representations and assurances contained in this Form in connection with the contemplated access. DTCC may contact Organization’s Super Access Coordinators, Access Coordinators or individual operators with urgent and/or important information regarding DTCC systems, applications, services or the Organization. The Organization’s Super Access Coordinators, Access Coordinators and individual operators have the responsibility to share all information provided by DTCC with any relevant parties within the Organization.  To the extent liability is not governed by such rules or agreements, the following shall apply:  In no event shall DTCC be liable for: (1) any loss resulting directly or indirectly from mistakes, errors or omissions, other than those caused directly by DTCC’s gross negligence or willful misconduct; and/or (2) any special, consequential, exemplary, incidental or punitive damages.
Organization certifies that the individuals designated on this form have been informed that their personal contact information has been provided to DTCC acting as the organization collecting or holding personal contact data or a data controller as defined in local data protection regulations (e.g., General Data Protection Regulation (EU) 2016/679, Personal Data Ordinance, Personal Data Protection Act, Data Protection Act of 2-12, etc.) for purposes in connection with their role as a Super Access Coordinator for the Organization and that such information may be used by DTCC to (A) provide services for Organization,  (B) as permitted under DTCC’s privacy policy (available at www.dtcc.com), (C) as required to satisfy legal and regulatory obligations, and (D) with the individual’s consent, market and offer products and services to Organization and its affiliates. DTCC may transfer personal contact information to DTCC, its subsidiaries, its affiliates, and its joint ventures, in accordance with our internal data transfer agreements. DTCC may also transfer personal contact information to service providers who may store, process, and/or transfer personal contact information to countries outside of the individual’s home country and which may have data protection standards different than those of the origin country.  

	In addition to the roles and responsibilities outlined above, a Super Access Coordinator will also be able to authorize new individual Access Coordinators and dually authorize new Super Access Coordinators. Our Organization will have at least two designated Super Access Coordinators at all times. This form shall provision access to the GTR and the tools associated therewith including, but not limited to, the GTR Global Portal. 


	Super Access Coordinators:
	Telephone # & E-Mail Address:
	Access Required:

	First Name:     
Last Name:      

	Telephone:      
E-Mail:        
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	First Name:       
Last Name:      

	Telephone:     
E-Mail:        
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It is understood that this Form shall constitute a separate authorization form by each entity listed in Annex I of the applicable User Agreements, as amended from time to time ("User Agreement Annex I"), as if each entity has executed a separate Form naming only itself as the undersigned, and that no entity listed in User Agreement Annex I shall have any liability under this Form for the obligations of any other entity listed in User Agreement Annex I solely by reason of being so listed. The signer of this Form represents that he or she is an officer vested with actual authority and authorized to sign this form on behalf of the Organization and related Users, and is not an Access Coordinator or a Super Access Coordinator.
	Organization Legal Name:
	        

	Organization LEI: 
	        

	By (signature):  
	       

	Print Name: 
	       

	Corporate Title:
	       

	Email:
	       

	Date:
	       


Super Access Coordinator Form Instructions

Step 1.  Page 1:  Organization Name: Please type your organization’s legal firm name.

Step 2.  Page 2:  Super Access Coordinators: Indicate the Name, Phone, Email and Business Address of the designated persons to be Super Access Coordinators and select the required environment. Firm must designate two Super Access Coordinators at all times.
Step 3.  Page 2:  Signature Block:  Please type your organizations legal name and LEI. Authorized person at firm should type and then sign their name. The person signing the form must not be one of the Super Access Coordinators.
For all services, please e-mail completed forms scanned as a .pdf to GTR-onboarding@dtcc.com. For additional Access Coordinator details, please refer to the Access Coordinator User Guide located on the Deriv/SERV Learning Center website, https://dtcclearning.com/learning/gtr/. This Super Access Coordinator Authorization Form is an Applicable Publication containing security arrangements, as described in Section 2 of the Applicable Operating Procedures.
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